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COOP Exercise [DATE] Facilitator Packet

Description: This is the first annual COOP drill for [AGENCY].  It will examine the use of the COOP plan for [AGENCY] in determining if all business units’ critical business processes are identified along with the responsible teams assigned to the tasks for the processes.  The COOP drill will be conducted in a table-top manner through the COOP Disaster Game facilitated by DTI.
Name: Name of Facilitator (optional)
Role: Facilitator
Responsibilities: Facilitate discussion of participants regarding activities in the agency’s COOP plan(s)
Location: [LOCATION]
Exercise Objectives:

· Agency tests Notifind notification to participants
· Ensure receipt of message

· Identify that employee contact information is current

· Agency participants use COOP plan to react to presented scenario(s)

· Ensure agency has identified and documented critical business processes 
· Ensure agency has identified and documented critical resources to support critical business processes
· Agency should document any areas needed for improvement

· COOP plan modification

· Agency policies created/modified
· Test identification and positioning of employees to alternate location 

Facilitator Instructions:
· Provide an opportunity for a positive round-table discussion amongst participants in designated area
· Use facilitator questions to engage participants in discussion

· Encourage all participants to respond and provide input
· Assist in clarifying events including scenario and day’s agenda

· Control allotted discussion time

· Ensure a spokesperson is selected to communicate findings to the overall agency
Helpful Information:

· Copies of COOP plans should be available for review during drill
· Facilitator questions are a part of the Facilitator packet to assist in encouraging discussion

· Participants will have worksheets to document responses.  These worksheets are also supplied in the Facilitator packet.
· Provide feedback during Hotwash

· True emergency or end of exercise will be vocalized by drill planning team with the following statement: “The COOP exercise is now over” 
	Notes Section: Use this space to document any observances or notes that you may need to present at the conclusion of the exercise and/or your team.

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	


COOP Drill Facilitation Questions

To correspond with Q1: What level of response is needed to properly respond to this incident?

Incident Response Team

1. With the listed incident, who would be the first person contacted?  How would that person be contacted?

2. Are procedures in place to develop an Incident Management Team (IMT)?

3. Who comprises the Incident Management Team that will evaluate the incident? What positions does each individual serve, i.e. Incident Management Manager, Command Staff, etc.

4. How is the IMT advised of the incident?  Are notification procedures in place including current contact information?  Does each IMT individual provide multiple devices for communication?

5. Are the IMT’s roles, responsibilities, and tasks documented?

6. Are alternate Incident Management Team members designated in the event the primary individual is not available?  Is the designation documented? Where is that documentation located? Does the plan contain Succession Planning and Delegation of Authority Documents to convey this information?

7. Is the IMT prepared to operate over a 24-hour period? Is there enough staff to cover the IMT over an extended period of time allowing for IMT staff alternate shifts?

8. Are IMT individuals trained in their primary and alternate positions?

9. Have alternates served in the primary roles during exercises?  When was the last time this was practiced?

10. When was the last time the Incident Management Plan been updated?  How often is the plan updated?  What triggers a change in the plan?

Other Staff
1. Does this incident require operational staff to be notified? What process is used to notify staff?
2. Is current contact information included in COOP plan?
3. Are periodic notification drills conducted? Are notification drills conducted after hours?

To correspond with Q2: What documentation needs to be referenced based on the event and related variables?

1.  Are Vital Documents attached to the COOP Plan, i.e. Delegation of Authority, Succession Planning, Emergency Procedures, Vital agency manuals, etc.
2.  How often are these documents updated and distributed?

3.  Does each Section Head have access to these documents available outside of the work location?
To correspond with Q3: What critical business processes in your plan are impacted by this event?

1.   Are the critical business processes listed in the COOP plan?

Alternate Facilities

1. Does the incident require relocation to an alternate facility to recover or sustain critical business processes? 

2. Have multiple alternate facilities been pre-established and documented with Memorandum of Understandings (MOU)?  Where are the MOUs documented? 

3. What process has been established to activate alternate facilities? Are these procedures documented?  Where is the documentation located?

4. Do the alternate facilities have designated areas to set up a Command Center, Communications room, Staging area, area to conduct operations, and cafeteria/food preparation area?

5. What type of back-up utilities do the alternate facilities have?

6. What procedures are in place during system/software inaccessibility to institute manual ways of conducting the critical business processes?

7. Have exercises been conducted in activating, relocating, and working from each of the alternate facilities?

8. What security is needed at the alternate facility? How is security established at the alternate facility? Who is responsible for security at the alternate facility?

9. Is essential staff aware of the alternate facility locations?

10. What procedures are in place to deactivate, inventory and restock work resources, and reconstitute work activities back to the primary work location?

11. Are procedures in place for communicating status of recovery events to appropriate positions, i.e. Incident Response Manager?

System Recovery
1. Which systems support the critical business processes identified? Are the systems listed in the COOP plan?

2. Is the IT unit considered essential staff to recover/monitor critical systems?

3. Is there an IT recovery strategy in place?  Does it include system interdependencies? Does it include a priority listing of system recovery?

4. Are critical systems backed up and stored off-site?

5. Are emergency tape/media recall procedures documented?

6. Do the recovery plans include recovery procedures? How often are they updated?  How often are they tested? Are the procedures stored off-site?

7. Are end users aware of the time that each system will take to recover? Does this impede the recovery of the critical business processes?

8. Is the Recovery Point Objective (RPO) documented?  Where is the documentation located? Do any of the systems risk data loss?
To correspond with Q4: What resources (supplies, equipment, software, and assets) do you need and are they documented in your plan?  

1. Are the alternate facilities pre-positioned with necessary work resources such as network accessibility, computers/laptops, phones, fax machines, printers, and basic office supplies?

2. Does each alternate facility have television and battery or crank radios available to monitor activities outside of the facility?

3. Where in the alternate facilities are the work and emergency equipment located? Who is responsible for distributing equipment?

4. If resources need to be purchased or leased, is financial staff designated as being essential in the COOP plan?

5. Are procedures documented on how to record personnel time during this type of event?

6. How will the agency speed the process of procuring needed resources during this type of event?

To correspond with Q5: Do you need to contact Vendors who supply goods or services to your organization?  Do you have vendor contact information documented in your plan?
1. Which vendors would you need to contact during this type of event?
2. What services or products do these vendors provide? What type of impact would occur if you could not get the vendors to deliver?
3. Are each of the vendors documented in the COOP plan? Are the vendor representative contact information included in the plan?

To correspond with Q6: Are there any emergency medical needs resulting from the event?

1. Do any staff members have CPR/First Aid certification? How would you determine which employees to call to render such care? Are those staff members identified in the COOP plan?

2. If applicable, does the situation require a need to contact employees’ Emergency Contact source?  Where is this information stored? Based on the scenario, is the Emergency Contact information accessible?  If not, what backup plans would you use to get the information to the Emergency Contact source?
To correspond with Q7: Do you need to send emergency responders from your group to assist?

1.  Based on the incident, are any emergency responders needed to assist with the emergency at hand?
2. Who is considered an emergency responder?  Are they considered COOP Essential in the COOP plan?

3. Does the plan contain a manual call list?
To correspond with Q8: Does the event require an offsite system restore?
1. Where are critical systems identified?  Do any processes in the COOP plan identify these critical systems?

2. Is staff designated to recover critical systems? How are they activated?
3. Are recovery activation procedures documented? Where is the documentation located?
4. Are there other agencies and/or vendors that you depend on to restore data?
To correspond with Q9: Who from your team, if anyone, should be delegated to support the offsite system restore efforts?

1. Who is part of the recovery team?

2. Who is the lead IT recovery person? 

3. What other teams does the IT unit collaborate with to recover systems?

To correspond with Q10: Do you have sufficient personnel remaining to support your operations?
1. What remaining staff will be left to conduct normal operations?

2. Are there any areas that lack coverage? What are they? Are there any plans to cover the gap?
3. Are any units able to cover for lacking units?
4. Does your section rely on other sections?  What would be the impact if those other sections have a shortage of personnel?  
Continuity of Operations Planning (COOP) Exercise Worksheet
Plan Name: ________________________________

Purpose: The purpose of this worksheet is to assist the COOP Exercise Participants in referencing their LDRPS plan documents.  In addition, this worksheet will help keep track of the scenario events, and assist in the identification of potential plan updates.  This document will be collected and returned to you following the exercise.  It should also be used by Plan Builders to ensure that plans are updated.
Scenario#__ 

Variables: Day of the week__________Time of day_________Sky________Temp___________

Issue: 

The following questions are designed to assist you in developing a response:  (Please note, all questions may not apply) 
1. What level of response is needed to properly respond to this incident?
___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

2. What documentation needs to be referenced based on the event and related variables?
___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

3. What critical business processes in your plan are impacted by this event?  

___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

4. What resources (supplies, equipment, software, and assets) do you need and are they documented in your plan?  
___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

5. Do you need to contact Vendors who supply goods or services to your organization?  Do you have vendor contact information documented in your plan?

___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

6. ​​​​​​​​​​​​Are there any emergency medical needs resulting from the event?  

___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

7. Do you need to send emergency responders from your group to assist?  
___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

8. Does the event require an offsite system restore?  
___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

9. Who from your team, if anyone, should be delegated to support the offsite system restore efforts? 

___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

10. Do you have sufficient personnel remaining to support your operations? Is there a manual call list in the plan to call personnel? 
___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

Additional Notes: 

___________________________________________________________________________________________

      ___________________________________________________________________________________________
___________________________________________________________________________________________

___________________________________________________________________________________________

Continuity of Operations Planning (COOP) Exercise Worksheet

Plan Name: ________________________________

Purpose: The purpose of this worksheet is to assist the COOP Exercise Participants in referencing their LDRPS plan documents.  In addition, this worksheet will help keep track of the scenario events, and assist in the identification of potential plan updates.  This document will be collected and returned to you following the exercise.  It should also be used by Plan Builders to ensure that plans are updated.

Scenario#__ 

Variables: Day of the week__________Time of day_________Sky________Temp___________

Issue: 

The following questions are designed to assist you in developing a response:  (Please note, all questions may not apply) 

1. What level of response is needed to properly respond to this incident?
___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

2. What documentation needs to be referenced based on the event and related variables?
___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

3. What critical business processes in your plan are impacted by this event?  

___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

4. What resources (supplies, equipment, software, and assets) do you need and are they documented in your plan?  

___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

5. Do you need to contact Vendors who supply goods or services to your organization?  Do you have vendor contact information documented in your plan?

___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

6. ​​​​​​​​​​​​Are there any emergency medical needs resulting from the event?  

___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

7. Do you need to send emergency responders from your group to assist?  
___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

8. Does the event require an offsite system restore?  

___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

9. Who from your team, if anyone, should be delegated to support the offsite system restore efforts? 

___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

10. Do you have sufficient personnel remaining to support your operations?  Is there a manual call list in the plan to call personnel?
___________________________________________________________________________________________

___________________________________________________________________________________________

___________________________________________________________________________________________

Additional Notes: 

___________________________________________________________________________________________

      ___________________________________________________________________________________________
___________________________________________________________________________________________

___________________________________________________________________________________________

COOP Exercise

Survey
Please circle the number that best represents your opinion on the following statements:

(1=Disagree, 2=Somewhat Disagree, 3=Neutral, 4=Somewhat Agree, 5=Agree)

1. I found this exercise to be a valuable experience.   1 . . 2 . . 3 . . 4 . . 5

2. As a result of this exercise, I see how my unit’s LDRPS COOP plan could be used to manage agency operations and recovery.    1 . . 2 . . 3 . . 4 . . 5

3. I feel that the exercise format is an effective method to provide an awareness of the business continuity program.   1 . . 2 . . 3 . . 4 . . 5
4. I feel the exercise promoted discussion and idea sharing within my business unit and the agency as a whole.   1 . . 2 . . 3 . . 4 . . 5
5. The exercise spurred ideas that I can use to further improve development of my LDRPS COOP plan.   1 . . 2 . . 3 . . 4 . . 5

6. I would recommend similar exercises to individuals in other agencies.     1 . . 2 . . 3 . . 4 . . 5

7. The exercise spurred ideas related to how an event would impact the agency as a whole unit, substantially enlarging the scope associated with restoring multiple business unit operations simultaneously. 

      1 . . 2 . . 3 . . 4 . . 5

8. I now have a better understanding of how my unit’s LDRPS COOP plan would be used to identify critical business processes and available resources to manage my business unit given an event or crisis situation.   1 . . 2 . . 3 . . 4 . . 5

9. I found the events depicted in this scenario to be plausible.     1 . . 2 . . 3 . . 4 . . 5

10. I believe a basic business continuity awareness program would be beneficial for the leaders in my organization.  1 . . 2 . . 3 . . 4 . . 5

Please indicate your business unit name:_____________________________________________________

Please indicate your role in the exercise: _________________________

Additional Comments/Suggestions:  _____________________________________________________________________________________

_____________________________________________________________________________________

_____________________________________________________________________________________
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